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1 NI

NYN 259 NPV MTHY 92 92220 NIHNNI Y1910 NNVAN NN

VINY NYSH 999 59303 HYWIIT 9NN (M) 519990933 1390 973D MWD
9300 NN Y11 HNVANX DINNY NP HNIY? NIVYNRY

YR HNVINX MYITANTNY .1

:NINAD YT NNVIN MYIITA TINYD NIIVNN DY PO DY

"Hooy 1.1

NIIWNN MPNNA DXIANYNN 91 MVYN YPAD 1T HDO52) — MY yMY/poon  .1.1.1
YTNN NNVIX MYOIT 932 TINY - NNPRNM NNNPN ,7P2IIIN NHN IR
YT DY 172y ONX P 199100 INDNI VN NPNINND DX P2 ,712»0N NN

.9 PADN NN INNRD NYD NYN DRIV NIVYN

2¥ PNMIAPNNN VI NNDNI PONR WP TWUN YN DD NNVIND INT Paon  .1.1.2
NN 9

INN2 D) ON P OUNIN INND DX P2 — PADN I8N Jpmn noynn L1.1.3
591 ,9NN INNXA P2 (Disaster Recovery) DR-N 9NN - )YOND MWYYINNDNN
LNYLY N IN YT NNVIR TN : PNY) DRIV NTVWN 1N NPMIND DNNNA

TP PADN TIY D, Y NNNN DY NODIAN NPND N9 DD YO DY noynn . 1.1.4
(N2I1TY 19932 92YY) NN PYY NN NNVIAX MYOIT NODI MY T2

DXVNPNYN OMNXD PN TN ,NIIVNN INMD YN MWD NN IWINN NOyHn  .1.1.5
INIY NIVWN T DY I TIPY 295 MNTINN NN OVWIIN

NN PXNY POON DY ,NNINID MM YN NNLVIAN MYAIT DY NIpPa .1.1.6
9N DPHRNNN IYITH DY MNYDY INIY NIVYN NI 1T MIMDN MYITN
YNIN ,NINK 1D NN INIY NIVWN N 15 ONX XON ,MIMON MYAITH Pan

.An51)

DNLANND ND9N .1.2

NVPYTH MY ORIV NIVYWN 1N NPMIND DRNNA NIIWNHN NN PPN Paon  .1.2.1
DXMPYN NNI¥ PN, MNVAIRD MOIWH MDA NPPTH |, YPNHN NNVIN
MOMN MWD NPT PRPIINNN Web Services Security PN DY DONN
D999 HNIY NIVYN DY MPNR NPPTH  ,MNRNDD NPPTH ,DOYNRNYN

AN MPYTa MINIAD
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NN AHPVANY NIVNA YPHRN NNVINY T1PON NNN NNIPYA TIYN NOWHPN  .1.2.2
: DONIN DV, TIPANT MD¥IN
YTRM MIIYNHN MPHN N
YN NOIWNHN MPHT .2
NN NN MY ,YPHRN NPTIO )

91 ONIN MNIPYN DX DY PODN ,DMPYN 1NN NoWHN mMpnna - .1.2.3
: NIV SPYNN INYY DN SPUNn

NMIN OYSNN  — ldentification N
NN MY — Verification A
‘pbnm MNTINM MNTN 207 NN —  Authentication »)

TIOINNN MDY TN MPYY NONON

MONTINM MMN VINOX MIYN TONN  —  Authorization T
NDOINNRN MDY TONNI MPYO NONIN TONNI

N29YNA 257 Y35 ONNNA NWN NP2 — Access control M
YR NN — Reliability )
(MI93N) WY YT DY NNN YNNI NPTID — Confidentiality A3

YTRIN MNOY - Data integrity
MYNONN DY — Non-repudiation .0
MV, TN — Log, Audit, Monitor D
MPONN plug-in 1D ) T8 DY I¥N2 VINOYW DO MVYY PN HOWHY I8 M8 . 1.2.4
IRIY NIVWN PN TV AND) URIN NYIND XON D) DIDIOUN DN 1Y

DNVIARD NIV NNITIVNN NPIITY NHYON MIIYNI WHNWND IdNNN paon  .1.2.5
JPNY DIROV TIPNN NPPTH DY PADN AN DMIITYN

DINIW MLYNY NYIN NPNYN DI 101 PIDN Firewall NI PPN pavn  .1.2.6

DB ,WEBSERVER) DMV D207 2 N¥2VHD NTIONI NPSVINDND wHond poon  .1.2.7
TN NN 2 DY ONRIY NIVYND MY DIPIDNN NIIWNN SPON DY (1)
T992 92YY DNTY MINVINID NVPITN THDNI SNV NIVYNI YN NNLVIN

oMY

YN NNVINX NP NIPN ,PIN MYITA NTNRY 1.3

DNDVI MOLNVNT MINKY YN NNVAR MYIT DY MYN nNdwwnn .1.3.1
91213 )02 THNM ,DIPNM ANPNN ,D¥PINN DY 1NN NIDTYN ONNTID
MYOITI TINYD 1NIYLN SNAY M 5D PIDN DY I NNNY NOIWNN DY N D

2N

.DMDN PN NOIWNN NIMPO 595 Y 0»VIAN NN .1.3.2
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: ININ NPNINN 29 DY YD PADN 2599 NNINN NPHYIN M NY YA .1.3.3

NIV NIVYNI YN NNVIN NTH SV YTNHN NNVIN NPMIN N
NIVYNI YN DNVIXR NTH DY MNVDIND NMDIWHN MNP NPNIN A
NIV

SNV NIVWYNI NNYPN NTNI MINAN NPNVYN NTH NPAIN 2
mnT2 navy — Secured Development Lifecycle — SDL »>%9nn .
OND N2YY

M2 wn OWASP 1IN 5¥ naINm Mnds nnipyo )

NODY — 72»D2 NHNN MYI DY NNNN NN MYITL NTPNY )

91D 92YY YR NNVAN

VAYN MY YY) NPV NNNY NIVIN MYIITI NTNY 3
(0199 - PNYNOVY

:DNA TIHNM 19NY DXONONN DNPNN MYITI TN NN .1.3.4

PCI —DSS ’NAVYN Y0070 NMYynl 0N NNVIAX PN .N
Level 1 v3.2

ISO 27001 ©N) NNVAN PN .2

ISO 27032 12D NNVAN NPMIN
ISO 9001 M2PN NNVLAN PN

ISO 27017 Yy2 DN NNVAN PN
ISO 27018 Pya NPV NNLVIAN PN

J 4 o

-

DOV NN DNVAN 1.4

DINIY NIVYN 1K) NPMIN DDA DY 1ITIV AN NNVIRD VN .1.4.1

NOIYNN HDIY N0 NTIAY NIMND YIATI NOIYNN 127 NN SV .1.4.2
7210 NN TIVH NPNIND ITHY NPIXIVIN INA NPD NPNVYN DY NPNY
DRIY NIVYN YN NNVIAX NTNI

NS NN 1.5

3) MW VIDWH NNDN NTI9N BOY Front/Back NN wHNmM yjpmn nowwnn  .1.5.1
NI 9112 2557 WATY OX .OMIN) TON ,PPOYN NPINON NAOY ,NNSN - (Tier
NDYNN SV MHTNINRDY TN TI9)1 MY

N9 11TI97 TN ,DXPYHRN NTION IYONNN .DMINTIN PP NOWRN dPwnn  .1.5.2
D) DNRNY 91N SPWNN P2Y 91N PYRR PIAY DOWHRNWHN PYNN P

PNSVINID-TIPM 551D, NINDN MNYI NTION YNINN
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NIVYN 5N 29 HY INYPY NOIWNN DY (Services) DINYPYM NOYONN NN .1.5.3
ONAY)

YT DNVIAN ONDTYY NYYAN NN NITY : DMVIP MIDIN MNDTY YA .1.5.4

MOTY NN PADN INIY NIVYH NI NN QLYY PTO 19IND WA

LDYPN ANND NDOY YSAMY IN ,NYIIN AYINNY DOD NOIYNN Y NNVAN
.(Offline) VYIVYND PV NN NOY OMNITY NTNN VINXAD TIHNN NIIWNN

2V MLNM NNNN TN TNKD NIOIWNN NIV DY NV NN PPN> PIoN  .1.5.5
DNV NIVYN

TN 29D NYD NYN NNNYNN NIIWNN ONIY DY DNN NN PPN paon  .1.5.6
MY LEDR ,Application Control -NNINTY) DRIY> NIVWN 1PN MYOITH DRNN
19y YN

12Y NOIWNN YV PON o2 MY M5 NYIND NN NDYIN IWANN Noynn .1.5.7
VTN NNINGD IN/Y NN

NNLAN AN MYSNNI NIWNN 22299 HYDOY YOIN MPITAY NP IPD Y82 Povn .1.5.8
TP PO MPPT2 MY PADN .MVYA DYs MNSY ,NT DINNA NNPNNND YN
INIY NIVWN NN NYIITO DXNND DT DY IWXDW YOIN MPIT)

ONAY DYVYN SY YN DNVIAN NTHRY YAYY YT L1.5.9

MY ONNND IRNDY MYND /7 IYDIN 7 MY Yo Jpnd a»nnn poson .1.5.10
IRIY NIVYN DV YTINRN NNVIAX NTH

— NLAINND NINAY DIINN NPNITINGA DIV’ 2DV 52 MNPON TONN M wIT .1.5.11
.(Secure Software Development Lifecycle) SSDLC

MNNND ORNNA 7172297 NIIWHNN DY NPNRN NP DY NNYO NNRTO Paon by .1.5.12
INAY NIVWN N T DY YIaYPY

VYN YT NIYON M IN/ PADN YT DY 1IN MNDTY /) T NNOIIN MPNNL PN .1.5.13
3991971 Y9102 VNN NN TN PIDN NPINKN

.(2781) NPAORN NIV NNVIANX NAD) DY DINND INNN PION .1.5.14

NPNYIPY NNYPN NNLVAN .1.6
913N PAODN SY MNPON N0 NTINND NN INIY NIVWN HY Nownn  .1.6.1

PIDN YIN NOIWNN IR THINIVWN NYI TINN 71PNN DOWNNWND DY MYmn  .1.6.2
I THIPY MXYIN D02 DN YN NNYPNN THN MIAXN 7Y NNVIND NN
TIAYN TNND WITIN YN P MYIND NIOIWNN DM 7y Dy
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920 MPN M MPTH MPI>TA YNIN INIY NIVYH ,MIVPNNN ToNna .1.6.3
TOIRYI NNN NI0WYNN DPNMYL DIRSNND DWW YD . p90NN MIYNND 91 DN
SPINND NYTHRYN NN IVIRD XDV YT NNVAN YIPIUN

DNV NIVWN INNRD TPV WIND WITO NOND M NIpna .1.6.4

NON /D) 1P MYSNNA PNN HNIY NI0YN PAD PO0N NOIYN YA NYNWPn  .1.6.5
INAY NVWN DY YTINN NNVIAN VTN MY NINN IWVIN ON

,AES 256bit ,IPSEC 112 D»INDN NN MIPIVINN MIAXIND MNN NNANN DD .1.6.6
.12y 2048 NN DTN

NYI OR/ND YNNI NN DIDIDV/OIRNPT DD I KXY RO DMI0ONNONO YD .1.6.7
XML 1197192 11> HNIY NIVWN

ND XSD VNN NNIDN HY MHAN NNON DAP> WSNN NOIYNL 970N Mo YD .1.6.8
.13207N DY YRIN DINON XYY D00 NIAYN IWOND

)790X PNIND DY DOANN NI2YN ,DNNIND P2 DINAP NN VI NN .1.6.9
. CyberArk TM9D2) Waterfall D97

DIPN) NINN MNONOVY NIAYD MOTN NN NNSYD NIMY DN Nvown .1.6.10
NI NILWN DY NTIAYY MIIWNN NX DIRNND PION DY N3 2802 ,(CyberArk
NN Yy

MO MIIYN NIYYNNI NIIWNT NIV MIVAND ,PADN T2 TINNY NOIWNN DY .1.6.11

T2 ,MADM RN NYIM MY ,DDOS ,IDS ,SIEM-SOC ,FW IDS ,WAF ,IPS,DBFW

NIVYN MOIWN DY SNYID TITA WAVN KXY PIDN NWIY NI PO HOV
INW

YR 90T nyIn 1.7

DYRY DIIMY ,NIIWHNND YT NPDT NYNND DYNNAN DYaN Ppn> Nonn.l.7.1
2 YPNDTI WINNN MY IOND DOYXINT DIYSNND ONRIY NIVYN YT DY DOYIIN

DLP™M 1711
.DXNIYA NYYINN NIIWN NNYPN 1.7.1.2

MOIYNA NINNY MYNYNN NNP MTHYA USB-) MITND DY) Ny»IN .1.7.1.3
0NN
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NN YT DY MYINM (1PN I¥IP) DOND NV .
YT 9 HY HNIYW NIVWN NI NYNAD DN P OONYN .1.8.1

51117 19999 NHWINDY HINNVLIAN NMIYIA NTIND NPNY NAYN DD DS .1.8.2
INY MVWN YV (SIEM) DWW PN

D299 ONN PHND , DNANYIND DNNNA ,NOIWNN YOMNY IWONN Novnn .1.8.3
PN I8P NO I8P TN DN MDIYIN TUN

DNPN DXVITIVOY OXNNA SIEM -2 O NIV NID IWINRN NOIWNN  .1.8.4
.Syslog 12

/ TINY RO VINOWY TUN NN DY DOWNNYNRNND MIYIND NYAP IWANRN NOwynn .1.8.5
avN1 pPpn

N (NPYNN YW, 1MAN) W) 290 DINN PN NN (M) NPNNHONIp  .1.8.6
D2 DY IWIIN MDIWNN .TPYWNN XD YR MNTD MIYIRD 1M, 1PVIIN
3 5Y NMPNY NS DN NIV MIXYINT MDA X NNN VINIW/NW)
NS> oYW

MYNONN NYN) DYV INKD QORMY YN NPY NN IWINT XD .1.8.7

MMPON M9 DY OUIN YNRY NTNHDY ININX NPND PO0N DY — MMVYI nNvax  .1.8.8
.DYUIN MNY DX 1D DI DM 19 QYN RY NOIWNN

NIMIYI YV NPYNm PONN DY 90N M TONN Db noynn by .1.8.9

NYNANNN MDYIN DY NN Audit Y¥ID DOWITI NINWH MDIWNN Y257 555 .1.8.10
.0oM

MNVYN NPNYNN DY D3N MINYIN DY NI Y5 TynHy v .1.8.11

MINPN MYITI NN 9117 (Identity Management)

= TIAYTD) NIV NRWIN NN 3 MNASA TINNN PODN DN MXYINN NN .1.9.1
(7252 9% M1 DY YNNI PINK DN ,NIIWVN DN

NIVYNN DY DXWNNYNN DX DNID NIVLWNHN DYV NIIYHNN DIV NPINNL .1.9.2
.PODN NOIYNI

5079 MYNNNI INIY NIVWN SYNNWNY DMINID DY) IWINY Poon  .1.9.3
NN

YTI9Y ,NPONYNN NNPYOLN MITHYN PIDN MOIIYNI DADNIY NIVYNN NN .1.9.4
NPNIND NPYOLN MTNIY PVNNYN OIN) NN

ND) 7202 DXINNN OMIDNN P PION MOIWYNA NTIVY 1570 M9oNn  .1.9.5
(D»nvwnn
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PON ,PO0N DYV MY NNNY PADN NMDIWNA NIVYHN SNMY DY
NYaP NN ONTIAY TNND DXIAMNN PIDN DYLN MY MNIMID P NNV
.(1.10 9>y02 LNONID) N7ANN SNPIDYN NN

oV INTY) DMLV YW ONWYD DD DYDY PP KDY PIDN MOIYNIA
(VY HY ANX VIS DI IN MNT NTIVA PONTN THY PYIN 19010 NNV

NN JPNN D IN D9NN) 29971 DI NPYVN MTHY NN DOY9NN SYINN JPNNIN
oy OO DXV WO NY (MONVYNN NPYLN NTHY DM DTN NN
Y DY TN NPT MYSNNA DI NNTHN ONIVYN IND DI INA DIV

Apnnn

TIMMIND YT NPNILWHN NMDIYNIA DM DMIVIVD JPNNN THYY MINN
J1a5

PO0DN MOIWNY 1NN DMYN NIVYNN MINNRI NPNVY NIPYLN NITHY
T2y PODN NN INDDON NN MIYSNNI) YTV APN MYNNHNI

NN NPNIVYNN MIIWYNN TIND POONN ONMN NIYN TNYL WITN ON
PO0N ,DONIP NIAYN MYNNNI IR NPYVL AOIPIIV YD HY DX DXON
VTN TOPNVYNN 90 AR DY YDHM DIWNNN MOIYNI OPNY NNN

INAVN DY, 0NN NH2YN TND NOMNN

VPN INX NI MNNDIIN

N9 MYON TV PIDN DYLN VPN TNX NVWP dADWA D WA
: DY TIVINN
SND) NPYOINRD D MPADN YT NNN DY IMROD N
TPYOINR NYT NN DN NTIAY MNMPNH
oY O»YNN MNP PYT MNOY MmN OYY DpdTa A
STRYINN
LDOVNINPNRM DPPTPNRD DINYION I2TI MINSHT MDON )
DY PO IN PNIIT) MON XD MM NP>Ta T
NNVIAND DTN DY NPINK VIO APOYN NN - NPOYN NN .70
YT DY INPOYN DPD MINN DI, )T NN NID 7NN NPINKD YN
.pavN

1 D) VPN MDY TN DIY VPN NN OVIN : VPN NNY NN

.1.9.6

.1.9.7

.1.9.8

.1.9.9

.1.9.10

.1.9.11

.1.10

.1.10.1

.1.10.2

DNNNA TPNPIDYN NNPRNND PTI IMND ,MIVPNNN NNDNI DOMPY PIDNY
SN DYVYN KBNS NPMINY
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YT NNVAN YIPN NINIONND DPN INA YN NNVIAN MIWNPVND MYN .1.11

,MVYA DY MNSY NIIWNN DY MOAVIV YN NNLIN MIPA YN NONN PooN .1.11.1
VTN NNVANR MYIITIINTNIY RTND TN DY M35 555 DY

YPTAN WIN ,NTNPAAN 22N HY D10 MM 9NN P2 DD MOvIvn MIpan .1.11.2
J(Integrity) DN MPNN NPT YN NNVIANX OMNDD PO ,0MONNPN NPTN
NNLVIAX MNP NTHRY NN NVIANY PTO2 NYITIN NINK NNYY NIPA DN
NONT/WNNN NTNY NNVIND NYD NYN HRIY NIVWN 7Y WD YN YTININ
PIMINNNA

OV HNIY NIVWNIA MIYNIND NNIAN MY NOIWND NPTH MPIT2 Y8 NOND .1.11.3
NYIN THININVA NPV ,NIDIN NAYNN/OMPY NHNTY 0PN XTINND NOY DD
ST AMYPN/2IVNN 12357 NN ,NINT DV

TR0 AP T NPTN OPTIN ,DONDP0N MIPO , MNP, MIPAN ONSNN Y .1.11.4
INAY NAVYN HY TN NNVAN

Y YN NNVAX MPXTA MIP2 YNNI NORN PN 2080 INRD qona .1.11.5
MTYN NN NITY DY DR NIND DX P IRIY NIOVWN YT
.DNYYD OMINK TN IN N0 HYIAIN ,DONPND

YXINN 0NN NN ,OMPTN YN TMIPIAN 9PN DN INYNNI IND ws8nn 1.11.6
.1.11 9y MOLNNN MYOITI TINY> TWNR) ,MYITIN MIPAN NN YN

D»PY DNVONT Y DY IV ,0NYVN D IN YN NNVIN NTH ORIV NIvwn .1.11.7
.DY598Y DNNNA YN NNVIAN NNPI NYY NYN

NPIN IOON YTNRN NNVIN NP MIPAD INSD YR OMNPYYN PPN .1.11.8
2 Y9NY YTIHNN DN 2D

NN DI OPOY MDY 4 TIN DOW ITN IDINA DNY — OOV OMNMPOYY PN L1.11.9

DU DXPOY M3 20 TIN WD - NPVIP MPOYN DPRY DPMNN OMNPON.1.11.10
DIVONN OTPNA

599 DXPOY M 60 TIN NPIND - DMVIP DN DOPMNND DPNY OMNPY NN 1.11.11
ANYn

MDY HWa INY IR JIT 1IN D NOND T HY 1A AWNR DMPdN.1.11.12
22PNM ,ONIY NIVYN DY YN NNVIN NTH OY GMVYNI INT ,NPDVPMIN
JPPXND V1D 20 NOMWN NVONN

TADM YT NNVIAX DN IN NI NIV NN DY NN INYNND I8 w8nn.1.11.13
NIWNN DY YN NNVIAX PO NIIND MV ToNN2 Y2 IWN (CISSP/CISM)
L% 19902 MINND MYVITN DY NNY NN XYY ,W8NHN DY NR»PN
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NPOYY DD HY HNIY NIVWN PNID ST IDINA WINTDY NNTD A»NNN PoON.1.11.14

- VTN NNLAN NNID N NPIDY TYN INA YN NNVIAN NN INA ONNVIAN

NDIDY MNNY 19 NOIWHNN NNM 12 NPNVNIA IN/ NN NDIND IN NNDMPN

NIOM NPON DY ROND NPOND TY M0 NO0N N, MYNON NNNSN
Y9N

IN/Y VYPND YT PIND MYHN NND APNNND PADN ,2OV0 NHINRAN WNY an.1.11.15
19PN MY ,SLA -N NDAVA TN AT 799 NNDNIA WPNX NINIONND DPN
IN LY NNVIAN MY NIPR DY NIPNA WPNRD NITHND OXNNDY VP

VTN NNVIAN MNPN DI ON

NMILYN PNID NDND POON DY ,PODN NPNVYNIA N/ NYID VIPN DY NIpna.1.11.16
OIN DY NN MPTY DOYNIN DINAPN MY 03257 9N D) Y11 DI N
VY2 OMLYOINN

YINNIN 25V VNN PIN 1.12
DTN TYIN INND PADN 51N AT DOMPYN DY VNN PIXR .1.12.1

YT PAY PPV HNIY NIVWYN 1N DY NPWINPH MWNS DM pavn .1.12.2
TN DI OTPNYN MNZNIV PR H913) NOIWNN DY VNN NPIX INIY NIVLYN
(ONIY MILYWNI YT NNVIN

PN MAYN AW IN IPIRD NN IUNRY HRIY NIVYHD DYLN ONNPN MY .1.12.3
NIVYN NLOIRD VNN VIR NN AW DXYITIN ONPINN NN YN PADN
D910 NUIND TY INIW

NIIYNN NYIAPA YN NNVIN MPrT2 .1.13

TR0 1IAYPY PAODN DYLH G0 OMY WY MP>TID GONY TNNN NN 1.13.1

- YN DNVIN MPXTIY NIIWNN DT DD NN PHRY PADN YN NNVIAN

NNVIN MY T DY (Code Review) TP IPDY  (Penetration Tests) YOIN/MITN
INRIY NIVWN INND YSIN D9 MPITAN INRIY NIVWN DY YN

NMYY NXIPY LINRIY NIVWN DT DY Yap»Y 390 TYINA wNan mprTan .1.13.2
SPNND NOIYHN

DNRNNAY DIRNNDNN D32 DIVD APNNN PADN — MPITAN ON¥NNI 51V .1.13.3
TYOIR NYIAP TNXY WITIN DI JPNY HRIW NIOWN T DY 1D 1IAYPY NPNIND
SPNND DY

NNLIAN OHM D) YTNN NNVIAN DY NNNNN MYIT D32 Tnyn NdIWWHN .1.13.4
2y .0M»NANPN TIP IPOI JOINY MPTN MPIT2 591D INIW NIVYN YONN YN
170N 9210 ,1152 DY TN N2 5905 YN NNVIR MNID 5D DPP YN PN
PPV 533 ©MPION DO NPIM YTINRN NNVIAN MPR I INININN
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YT NNVIAN PPYOD MIYN .1.14

INVAND 259 Y55 AN YT HY YXINN PNINT VI PODN YY NT PYOY Myna .1.14.1
MYYTI/DMYDNN TAN D HY MY 12 I9IND NN VI ,NNPY NNPHN ONYPHN
2PN P2 PIO/PYDI NMIVNINN

,DOXNIY) PODN INNI NPMNN MOIWVNN DNN DNWPH NN OYNHN - .1.14.1.1
9 NMNVPRN ,DMNY DY DOND/NP TN, MNYIN ,01M) YOOD2

AN NN DTN ,MANN ND) DMVYN DX23592 MNWYNHN NNasN  .1.14.1.2
NG|

,POON MOIWYN P NNVYPM MM NIMN NN NMPN NTIvNN .1.14.1.3
NN 123270 THX D52 ,IRIY NIVWN N2Y NTYPNHN PN NIIYN Y
.PooN DN

INIY NVWN MY TEST -) PROD M200 Mmon»nn .1.14.1.4

ST MDY MNMPN NNLIN MIPAY MoN»Nn .1.14.1.5

MOIYN — ININD NV DMIIWIND XD DNPNN NN NYIN .1.14.1.5.1
.NAC
DOVNNYN NP ST DY PMPIN” MINYINL VIO DINSNN .1.14.1.5.2

10939515797 117y HYW NOVIY NTIAYY 1DIVHN

SOOI DIWNNYNI INN NNPI NNVIN NV .1.14.1.5.3
DOVNHYN NV NP2 .1.14.1.5.4

NSP DNNN NN .1.14.1.5.5

0NV NN .1.14.1.5.6

.(Penetration Test) M>TN MIP2 .1.14.1.5.7

INTT P DYDY NVIIND TP MIPA .1.14.1.5.8

(MNVAN ,NNYPN) STPNYN N 1.14.1.5.9

DDOUPOIYAN NV .1.14.1.5.10
DY MOIWNONOTY  .1.14.1.5.11
MPONOY IND .1.14.1.5.12

v nnvar .1.14.1.5.13

M0 NTI9N .1.14.1.5.14
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LOMOMN NPNI) PY NNV .1.14.1.5.15
NI OO NN .1.14.1.5.16

PPOY NYowNn .1.14.1.5.17
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YT NNVIAND 2 NOD)
DD NNV 925200 Y1190 NINIY 1930 MANNND

1NN 9N — NIVNI 1DAP ,NNYVLN N IN NIAND YNNI : DY NIDII
N/ DDMINN IR/ NPYN IR TIDINN IR/ NIV MM IN/ NIIVNIN
("O>MPYN 1OND) — PV IR NPINN IR/ NN OINITY IR NNYPNN

VDRI NNN DY NNNND OYLN YRN NND MYTL THNYD NINHNN NHaNH .1
NMYPND MYAITI D) MIRD NPIIIN MITY DI ,ORIY NIVLWNI 120
LIMVNVN 7NNANDY PO 0N WHY .PININ NN DY DMIPND NNVAIND
NNY DMNIVPN INA YYD DITAIY D510 DYTAIVN DD MY, MAMNNN TNND
NYLVN DI IR/
P2a 99N ,NMON MAID LYPN DD NVOMN NPTIDA NHYD NIPNNND NHAND .2
YT TIN TPIR WOV IR YINY PUYN Y70 IR MY 7HDN N9 Dya 1) and3a
NDY INND 1PIVNY INA IMXD KDY ,OXIY NIVWN NIY NNTIAY VINA AP
VATHOY D35 NON ,MIVPNNNN PIYINT YN IPXRY VY DD 12 mMuyd
TYOIN INNDY IR NIVWN N2Y INTIAY WINA - NNDNA YITNY DTN
VNN I VI 7YY NT TRDN PNYD 120N NN DY MHNINN Y 1Nd2
NPOOIN YN Y0210 TN MY 0N RIN PN Y9 DY IN YAV DNYN WX DD
S NIND
NIVID YOIMIIN ,ONRIY NIVYN YT DY DMOYINRD DOV YN YT D5 .2.1
330N
DOY0 WIND YN YD MY DYDY DIV YT YPOY YN PN YN D 2.2
JPIVPNN L, IVNNN IDMDNN L NPNIDNOL [, NTIAYN MYV D900
DIRIY NIVYN DY MMPOM DIPION
22997 NONY INN YR NI WP TUN DRIV NIVWYN DY YN DI .2.3
NPV NPV NN PIND INTITIND 7YY YR FTNNN YN D5 .2.4
1981
MINNN NI DRNNA DOMPYN NPION INA MPYN NN NNN DIV .3
MIVN 122P IR D TS MY NNYLN M IR T JD NIANN DXNNN OI0NN
YTNRN NNM NPTIO NPNYI OXIY NIVWN 19D TPYN MIAYNNN DY
M2AMNNNN NDN .OXIY NIVYN DN DT NODID DNRNNA LI WY NYIND)
JARNNA T MIAYNNND /N NIDID 278N
DY MOIWNI TY WX YTNHN M0 YTNRN D DD T D NPNNN NNAND .4
MIYPNN NNDN XM PIDNY INIYW NIVWN NIY YN0 IN INIY NILYN
THPRYY NN XD 192NN 1) ORIV MLWN HY 1 T1vDan nmdyaa NN N
58/2021 t99m
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29 DY DNIY NILYN DY MIVPNNN VIV TNND IPRY ViYW 53 12 MVYD
1Y DOON

IN/YIPOY YN IR OWIN YN TAY MDA 2D ND VT 2D NPNNND NIINN
. 1981-N7DWNN NPV NN PINT INVTIND 7N YT

NIVYND 10NV MOIWND NN POIN DOW ND W 2D NPNNN NHAND
DTN .TA52 YR NILYN OIPNNIA IYXID N MIVPNN NNDN HNIY
YN P90 DIVY ININ N DMP I PININD NIHN NN TNXY YITH
YTNIN NNVAX NTH DYV ANDY YNIND NPNIN MYAIT 29 DY P TN 127D
IRV NIVYN DY 1210)

IN/Y DPIN AUNR NN INA DIIPYN IR PIVN YD NAPNNN NIAND
NIVYN NPNIY TIONN ONIND DRNNA NIANN YT DY PAODN INA PN
29 DY DOWITIN YTNRN NNVIN SYNNN DI 51N DIPYNND NN IWIRN ORI
DY V0 NIYN T AUNR IN IR DONNN YN NNN MYIIT 9 DV T DD
DRI NIVYN DY 129D YTINRN NNVIAX NTN IT

DONWN YNRN DY DINPRAIY N YT D NAMNNNDI NNXIDN NPNNN NIIND
MYITY DRNN DOYNNINI YT NN NMNNND IYIT 19N T2 DY Ny Nyn»
NN TNND MNRNNN DT OXIY NILVWYN DY 121D YTINN NNVIR NTN
WY YT NN NNRNN DY NS0 NYOIIT IR WY NDI) MW Y1IN
192NN Navn by

IN/Y TIDIN MNP DY PONN oW, MIYPNNN MN DI TNND NNNND NN
PRVIND MY TONND YD YN DD NN NOM NITY IR NI
MYNNNI NN YT NNVIN OOYI NIPNX DY TONN YSID MM YT TIn

M YN . (CodeReview) »viN £ 7y TP 9P0 NPYTA IN DXOVMVINX DI

NNVIAX NTN XT DY WINY NPT DIPIVIID 13 JY IN NN T DY YD
DNRIY NIOVYN DY 12O YTNN

DT OY IPND QWX DIMPYN MIVPNNN PN DD THIRY D NPNNN NIINN
YTNIN NNVIAN NTH DYLN YTHRN NN MYITL DXTIY N DIDN NNDNA
9201 TN NPVIIN NNN PIN MYAT 19) ORI NIVYN DY 1210
IDINOD

TYOIN NXID YT NNVIAN PYNNN DY MITHN MNY YNID XDV NAMNNNM NIANN
DNIY NIVYN DY 120N YTHRN NNVIX NTNH DY AND2) URIN

Dy N2NN 12 YNIN DRIV NIVYND ININN NPON DIV D NPNINND NIINN

NN MOVIN 1AWV NTND T Penetration Testing YO0IN MP>T2 ,NNavnN

ONAY NIVYN DYVH YTNRN NN MIVIIT DD
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YN NNLIAN NN T HODY YHIAN NPPTINY NAPNNHN NIIND 12.1
INIY NILYN DY 120M YTHIN NNVAN NTH JY NNODINN NININN
JINIY NIVYN DX 1YY YOINN NPT MXXIN YD NNYIDN NI2ND 122

NIVYH DYV YN NNN MYAIT DD XD KD OX YD NIAND N

NN ORNNY 112NN v L (PT) 101NN NPYTaa 9 N9m N ONIW

SNINRD MYITN RIDND NNIAVN DY IXINN

DNV NIVYN T INNNN ININN NPPDNI DI WX DY DD 12.3
NNPINND 7P IR YTNRN NNN MIYIITL INNIN NTNY IND IRNIND
NINN DWVYN 15Y0 TRV PNN INIY NIVYN .N1ANN DY MTYOIN
IXINN Y INTNIYY TY IR NIAND DIDNN 29 DY DI¥NNNN DIV IN/I
YTNN NNN MYIT OO

IRV NIVWN 297D XINY NDY PN D100 NNYL MMNIN KD NN 12.4
SNNRD NIINN NIIYNA 21D HWA NNYVL M IR

NDD MY IR ININ NI OMNITY DP¥9NT NI PPNND ROY NIMNNN NIIND

INIY NIVYNIA TOY THDIIIN DINNN YXIND NN TOD NHDPVY

DYP TNND NI2NT YIATIN IRIY NIVYN DV YN 5 1 NINNNN NIIND

NPNVYN 523 DY PN TR DN DY, DI0NN IN/ 31900 29 DY NMIANNN

MY AN YRIND NINK IVIN 1D ON RIN T272 ORIY NIVWN NI NPTV

INIW NILYNI 20N NN YT NNVIAND NNINPN

TN NPMIM NPVLIIN NNN PIND DORNNA Y YN 1D NIV 14.1
DNINDN 210N
LDINNR MNPSY DY) IN YN 7P NI N MIIVND PNvNa 14.2

NIVYN DYLN YN NNVIX NPYTA NAYN TPTIYOT PNVYNNPN THPNYNN
7252 ORIV NIVYN NYT NPOY 29 DY NN DRI

DYV YRN NN MEOIT P2 NNHRND ON INA WY HY NIPn Y3 14.3
NNAVN DY PN NN NAMNNND MHTIYON N2A0N P20 INIY NIVYN
19 ON NN ORIV NIVYH DYVN YTNRN NND MYITI TNYD DT Y
920N NNM YN NNVIND NNNNKN ST DY ANI2 NYIND NYOR NHDP
DINIY NIVYNI

VNNT HNYNM NDIADN NNVPVLIIINY NIAPNNHD 1IN 14.4
AN22) KNI NIVYN DY 1210 YNRN NNVIAX NTH YT DY IWIND

PCI ypn5> oxNNA yToRrn NN mMYIT 55 INR XOND NA»NNN NHIND

MPYN IR NIIVNN IR IXINM 912D NN N DIDN NYINN OPY JPTIVNIN

INIUN 1IN PIND DNNNA ONIYN MINI NITT DI N IXIYN MM OY991D
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235 YTNIN NNNA DMMPY NNIAVN DY YNII NIMNNN 172NN 2002 270WN

SNRD JPNN MYITI OMINYININY

7PN ORIV NIVYWN NYIT PADN NN NYI P DPYNHNM NPNWPN 9O

TN MY IWINNY NINK TIT D2 IN/ ) DIDN IR/ DINIAP NIIYN MYSHNI

NTNYY 9951 .aN12) UNRIN IXIY NIVYN DY 21D YTPHN NNLVINX

: NI )PONRN MY T2

T MFET MpY Mo MysnNa 0O8ap Yap» Nowd PIown 16.1
YNINY OIDN NIAYN MYNNNI PHND IN MDD N 5 CyberArk
INIY NIVYN 7Y ANDY WRIND NIVINY

NINK NDNIV PPNND MITN NN NNNYY NINWY IRIY NIVWYN 16.2
DXNNNY PAON DY MY MIPN2 .NNYPNN 050N TNIND CyberArk oipna
NPNYND ,MAVN DY OV YDOPIVINM STPNYNN T8 INYNOVN NN
DIRIW NVYN

NIVYN NWIAY PIITN NV P RONYDD NP ITNYPN 7PIN XY .16.3
DN

IBM MQ »non »MDNn NI2YND NN MYSNNI 1I2YY 00NN 16.4

MOIWVNM PNVYNN TINND 00NN NN TN IND PADN NPINNI
STI9N PO DN DRIV NIVYN NPIVN NI DY

NOIYND D01 IR/ DIRNPN DION 10 R¥Y XOY DXI0HN YN IO 16.5
XML 117192 P’ SRIY NTIVWN NYI IR IN N NIND
VNN NIION DY MIAN NNIN AP YN NIIYNA TN ND JD 16.6

72NN 12 MI29N DY YRIN DINN XYY DIDN NIAYN IWIRM XY XSD
DNV NIVYN DN
TV ,MNaY DD 2 DY WX NYTIN ,NY 951 NIRYI 7PN INIY NIVWN
DXWINN DXDINM DXONN 951 MIPA MNP ,MINNI NIANND INN
TINRD NPIOIN YIND Y52 ,NT DIOND DOVNN YT NN NPTID NPNHYD
,DXT2Y NN ,0MND IR/ DONIVPON IN/Y DO DOYNNIN DY MNP
2751100 NPT
IN TPON AN YR VNN PION DD IR YN PIAYND KOV NIAPNNND NHAND
NO0N NOAP XD 7) TN MY DI0N NNONA DXIY NIVWN NIY NONN NN
DODN TNXY HNIY NIVWH DYV TOY TADINY DINN NNHD AND) YRIN
MYYD KD 19 OXIY NIVYN DY YTINRN NNV TIVAD IX I MIVPNN IR
MIYPNNNN PIVINI YN IIRY ,NINY TNN DI vidw 95 y1na
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NONN IXNY YN IN IRIYW NIVWYN DY Y71 PIYND ROW NI»NNN NIIND
YN KOO PVINON NNYPN NYIA DY DOON 19 DY HNIY NILWH NAY
.AN52) WX

MY DIPOIWN MTAYY YNIN ,NIVA NNN DY MNAY >D NANND NIAND
,IVPOIN L NPOTH XYND NITY NP NOITH ORIV NIVWH NIY IRA DN
THRNNY T MIVPNN IR DIDNN DIAPNNNY 393 YD NNN OIOMN
NN N72NN 12TYN NY PYD2 MAANNN VINA INRD ONRIY NIVWH MYOITH
DNV NIVYN DY 12)D) YTIHIN NNVIN NTN

,DYNNNN DY NPNIN NPV NNN PIN MYAITI TINYD NI»NNN NIAND
NOYNN ,NPVLIDT NNNY MYIN NPNIN PPINDN I2»ON TN NPNIN
TPNIND NITON NUNA 3 NODY 2012 N/ 02 INA 12 DYN 2442 NOVNNN
)T 92991 92»0N NNina

DV YT PNV IN/ 120 YTNRN NNVIX NTHY YTIND NI»NNN NIAND
TN NN P DO IN NI TR DY N YTIMYID TN ORIV NIVWN
DRIV NIVYN DY YN IR ,NPONNN

92N DY DXIY NILWN DY YN DX GNYD XD PaAYNY XD NAMNNN NHANN
oY DONN NI2N JN OX M1AID ORIV NPTH MN2D INN JIY MIIN N
DIRIY NIVYN DY YTINN PNV TIVHN INI2 NYIN KOO DXV 17NN
172NN M2INK DYDY NNV NDO YIN DOONN DPD DY XD NIAYNNN NIAND
YPNRN DI NN ORIV NIVWH MYID PIAYN NN, DY ORIW NIVYN 99>
D NIAMNNN N ,NNY NPTH DI 72) DY NNMYID INN IWNX IRIY NIVWN DY
YR NPINN MIAID ORIY NIVYN DY INYDD YN NNPINA INY RO
A0IIVPNI IN NIINN INNA ON P2 DXIONM

YT ,DNIY NIVWN T DY YN N DXYA PN YD ND WITY ¥ NPNNN NHAND
,DM) TN ,DO0IV Y2)7 MDY DI TIIWY INA PININD INA NIIAND PIVD
AT 79Y MINK NPT IN DN NPIOT

,PINTN NYNI MI2NNN D NIAMNNN NIAND ,PININD DY) TWIRM NN
INND NNYLN NYNND MY 1NN MY YNIIN ORIV NIVYNI YTNHN MWD
NPMNY DXRNN ORIY NIVYN DY YN PNV MY TIY INPNY NIRYIN
NY

NPY OMPYI ORIV NIVYND MDY NIV ,WHNUND XOY NI»NNN NIIND
MOY22 OPRY DIWNN XMPYIA ¢INOY NON MY XY No Y91 (Cloud)
YTNRN PHVIY YN NNVIAN TIVA DIN AN YNRIN IWIN NNV Y .paon
DRIY NIVYN OV
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99> NNPYVY M3 IN/A TV N IR 192NN 12 NIPN D2 D NI»NNNI NN
NIVYH DR MOYDY MNAY NAMN NIAND 7PNN ,MINN PON INA T MAPNNN
S NNIND NI9NNN DIRNIND DD DMWY MIXHNN IR OPIN DI PH2 ORI
TAI PT 9 DY ORIY NIVYND YTNY TUN TYD 1N/ MDY DD Y10 Y0210 NN
59 HYY NNNXI 1T MDPNNN NN APY NNYVN M) IR/ TTAIYN 2D INA NIAND
22091 P10 PN

YA TUNR N MIYPNND IWPA NNRYVLN D INA MTY DOV NIAMNNN NIAND
DRIV NIVWN DY YT IN DRIV NIVWN DWW YTIIN MOIWNY NV MIRYIN
N NI PN NN NNDDN JNAD DMPYN NN DIV DNONNA AW
DNIY NIVYN NN MY VIWIND

:9¥ 91NN KXY 5P¥5 NVNAMN NPTION NNV NN

APY NOWORNSY 19IND ) TSN NI2ND YT DAPTIV YN IR YT .30.1
JPTIO NPNYO MIA1NNN NN

.D20NY WP XOD NHANN T HY NS TUN YN .30.2

INAY TPNNTIND IR NNPYLN MDY DT ,NIAND DV MINSPN YT .30.3

DYTIN DNRYI 2IWNNDI DMNN) TIDYY DD 19IND DXWINN NTIAY MOV
ONIW NYvVVND

2279 DY MY NAINY YN .30.4
SV NPTIDY MANNN NI APY NIV 555N NONID TN TN YN .30.5
172NN

NIVYN DY SYNINM OMNNVLIIAN PN NN 1D NIIND T YD NN 1NN
NNN RYNY OIN LN YNRD YN IRV XN N2 NPINKRD NN ORI
NN O955 SW NI9N 23) IXRIY NIVYN NIAY MDY MDYN DY N YN
TIND 0PI YND) DIDAN YND DXPT) HNIY NIVWND 201D DIIDY YTNIN
VNN 1T MONNN AN MOVNIND MINRNIN P IVN DY NNV 1IN, ININRD
NIV NIVWNY 172NN T DY DIDNN IN/A TIINN ONIN DY MHTID NI9ND
INAY IV DD PIN KD 1IN TN J9IND DIDNN NX DVID TRV RXIN

L2 5va N T
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TIND

ov

Lide )]

NNMNIY NIINN

NPTV NIMHYI 930D YHD NN N3N MAPNNND NIDI ~ 'N NN
NIVYNHI NN IV 1IN ¥T7299 NN NPTV NINYI MANNNN
INIY?

YT 9T 0N ODI55N 12NN INA IMNIA 2NN IR DT MDD VYN YN
DMINN NN NTNYH NIPNT 2NN NI NPVINT NN PINA INTITHND /YN0
WIN AUN NN INA OPOY YN DI ,NTID ATNN ) DT YD MY DN IWUN
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